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(&)

5.7 Cellebrite

Extraction Report - Apple iCloud (Backup) www.cellzbrite.com

Summary

Cellebrite Physical Analyzer version

7.42.0.50

Report creation time

8/18/2021 4:46:17 PM -05:00

Time zone settings (UTC) (UTC+00:00) Abidjan (Africa)
Examiner name Layne D. Gimnich

Location FBI - Litle Rock

Case number 266T-LR-3367828

Case name RICHARD BARNETT
Evidence number Apple iCloud Search Warrant
Department CART

Organization FBI - Litlle Rock

Investigator SA Kimberly R. Allen

Notes Apple iCloud Search Warrant

rncostarica@hotmail.com

Source Extraction

Legacy (1)

Selected manufacturer

Apple

Selected device name

ICLOUD_BACKUP

Legacy (2)

Selected manufacturer

Apple

Selected device name

ICLOUD_BACKUP

Plugins

# Name Author Version

1 PreProject Cellebrite 2.0

2 UFED Logical Report Reader Cellebrite 2.0
Reads the report generated by the UFED

3 Physical Analyzer Report Reader Cellebrite 2.0
Reads report generated by the Physical Analyzer
ProjectProcessorFinisher Cellebrite 20

5 PostProject Cellebrite 2.0

Government's
Trial Exhibit
600




Conents Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 3 of 19
Type Included in reporl Total
0 Lecations 3207 3207
,_I' Notes 19 19
|u) Timeline 3261 3261
[N Data Files 6306 6306
% Archives 7 7
-ﬁ- Configurations 6 6
Bl Documents 33 33
Images 5885 5885
Text 108 106
' Videos 269 269
[ Tags 16 18

GPS
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Locations (3207)

@ Open in Google Earth

[E7] Open in Google Maps

# | Orgin | Position Info Confidence: Category Deleted
1 (39.102230, -88.574067) Name: IMG_8151.HEIC Media
- Locations
Time: 1/4/2021 4:37:13 PM
Source:
Source Extraction: Legacy (1)
2 (36.376600, -94.425800, 3598.101) Time: 12/30/2020 12:10;28 AM{UTC+)) Media
Locations
Elevation (meters): 359,10
Source:
Source Extraction: Legacy (1)
3 (36.376400, -94.425900, 326.658) Time: 12/29/2020 8:50:13 PM(UTC+0) Media
Locations
Elevation {meters): 326.66
Source:
Source Extraction: Legacy (1)
4 {36.376100, -94.426100, 360.534) Time: 12/29/2020 8:46:54 PM{UTC+0) Media
Locations
Elevation (meters): 360.53
Source:
Source Extraction: Legacy (1)
5 (36.376200, -94.426100, 360.472) Time: 12/29/2020 8:44:44 PM(UTC+0) Media
Locations
Elevation {meters): 360.47
Source:
Source Extraction: Legacy (1)
6 (36376030, -94.395387) Name: IMG 7954.HEIC Media
- Locaticns
Time: 12/29/2020 7:13:49 PM
Source:
Source Extraction: Legacy (1)
7 {36.376038, -94.395401) Name: IMG 7953 HEIC Media
- Locations
Time: 12/29/2020 7:13:42 PM
Source:
Source Extraction: Legacy (1)
8 {36.376033, -24.395395) Name: IMG_7952 HEIC Media
- Locations
Time: 12/29/2020 7:13:39 PM
Source:
Source Exiraction: Legacy (1)
9 (36.376427, -94.426078) Name: IMG_7849.HEIC Media
- Locations
Time: 12/29/2020 4:53:27 PM
Source:
Sourcs Extraction: Legacy (1)
10 (36.376450, -94.426073) Name: IMG 7948.HEIC Media
- Locations
Time: 12/29/2020 4:53:20 PM
Source:
Source Extraction: Legacy (1)
11 (36.376450, -94.426056) Name: IMG 7947 HEIC Media
- Locations
Time: 12/29/2020 4:53:10 PM
Source:
Source Extraction: Legacy (1)
12 (36.376458, -94.425973) Name: IMG 7946 HEIC Media
- Locations
Time: 12/29/2020 4:48:34 PM
Source:
Source Extraction: Legacy (1)
13 (36.376444, -94.425942) Name: IMG_7945 HEIC Media
= Locations
Time: 12/29/2020 4:47:45 PM
Source:
Source Extraction: Legacy (1)
14 (36.376433, -94.426148) Name: IMG_7944 HEIC Media
- Locations
Time: 12/29/2020 4:42:54 PM
Source:
Source Extraction: Legacy (1)
15 (36.376427, -94.426125) Name: IMG_7943.HEIC Media
- Locations

Time; 12/29/2020 4:42:51 PM
Source:

Source Extraction: Legacy (1)
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Case 1:21-cr-0003

#=RC Document 93-4 Filed

Source: Apple iCloud Backup
Labels:

Body: 65808

Parties:

Source Extraclion: Legacy (1)

1 12/19/22 Page 5 of 19

16

Title:

Source: Apple iCloud Backup
Labels:

Body: 85806 102

Parties:

Source Extraction: Legacy (1)

17

Title:

Source: Apple iCloud Backup
Labels:

Body: Darrell Davis:
1(818)209-19489

American Legicn

Parties:

Source Extraction: Legacy (1)

18

Title:

Source: Apple iCloud Backup
Labels:

Body: Kohler 24584 36-S
Parties:

Source Extraction: Legacy (1)

19

Title:

Source: Apple iCloud Backup

Labels:

Body: Heavy mull for Coffman.

Check measure Herbst,

Gutter bracket Gravette House...peter runquist
Parties:

Source Extraction: Legacy (1)

Timeline (3261)

# Type Direction | Attachm | Location | Timestamp Party Description Deleted | *
' ents s
1 Images 3/28/2015 IMG_0044.JPG
4:26:54 PM Source Extraction: Legacy (1)
[Caplure Time]
2 Images 3/28/2015 IMG_0046.JPG
5:52:34 PM Source Extraction: Legacy (1)
[Capture Time]
3 Images 8/8/2015 IMG_0529.JPG
8:31:45 AM Source Extraction: Legacy (1)
[Capture Time]
4 Images 8/8/2015 IMG_D082.JPG
§:31:46 AM Source Extraction: Legacy (1)
[Capture Time]
& Images 10/16/2015 IMG_D140.JPG
8:25:19 PM Source Extraction: Legacy (1)
[Capture Time]
B Images 1/22/2016 IMG_0200.JPG
5:48:16 PM Source Extraction: Legacy (1)
[Capture Time]
7 Images 1/22{2016 IMG_0B56.JPG
6:41:54 PM Source Extraction: Legacy (1)
[Capture Time]
8 Images 2/9i2016 IMG_0250.JPG
9:14.54 PM Source Extraction: Legacy (1)
[Caplure Time]
9  |Images 2192016 IMG_0692.JPG
9:14:57 PM Source Extraction: Legacy (1)
[Capture Time]
10 |Images 3/29/2016 IMG_8497.JFPG
8:53:05 PM Source Extraction: Legacy (1)
[Capture Time]
" Images 5/14/2016 IMG_0303.JPG
6:21:59 PM Source Extraction: Legacy (1)
[Capture Time]
12 |Image: Yes 6/30/2016 MG _0911.JPG
Location 6:11:10 PM Location info:
[Capture Time] (34,250991, -88.679978)
Source Extraction: Legacy (1)
13 Image: Yes 71720186 IMG_0524.JPG
Location 6:17:38 PM Location info:
[Capture Time] (30.187436, -85.828025)
Source Extraction: Legacy (1)
14 |Image: Yes 71172016 IMG_0823.JPG
Location 6:17:54 PM Location info:
[Capture Time] (30.187427, -85.828064)
Source Extraction: Legacy (1)
15 |Image: Yes 7/1/2016 IMG_09821.JPG
Location 6:18:09 PM Lacation infa:
[Capture Time] {30.187436, -85.828064)
Source Extraction: Legacy (1)

204



3238 [Image: Case 1:21-cr-00038-C oddocument 93-4 Filed 1 El
Location 2:39:53 PM Location info:
[Capture Time] (36.375991, -94.425812)
Source Extraction: Legacy (1)
3239 |Locations Yes 12/29/2020 (36. 376200: -94.426100, 360.472)
8:44:44 Location
PM(UTC+0) (36.376200, 04, 426100)
Source:
Source Extraction: Legacy (1)
3240 |Locations Yes 12/29/2020 (36.376100, -94.426100, 360.534)
8:46:54 Location info:
PM(UTC+0) 36. 376100 -94.426100)
ource:
Source Extraction: Legacy (1)
3241 |Locations Yes 12/29/2020 36.37 -94.425900, 32
8:50:13 Location info:
PM(UTC+0) 36.376400, -94.425800)
ource:
Source Extraction: Legacy (1)
3242 |Image: Yes 12/29/2020 IMG_7936.HEIC
Location 4:06:58 PM Location info:
[Capture Time] (36. 376675 -94.425881)
Source Extraction: Legacy (1)
3243 |Image: Yes 12/29/2020 IMG_7938.HEIC
Location 4:37:07 PM Location info:
[Capture Time] (36.376522, -94.426025)
Source Extraction: Legacy (1)
3244 |Image: Yes 12/29/2020 IMG_7939.HEIC
Location 4:39:07 PM Location info:
[Capture Time] (36.376463, -94.426017)
Source Extraction: Legacy (1)
3245 |Image: Yes 12/29/2020 IMG_7940.HEIC
Location 4:40:36 PM Location info:
[Capture Time] (36.376463, -94.426073)
Source Extraction: Legacy (1)
3246 |Image: Yes 12/29/2020 IMG_7941.HEIC
Location 4:41:44 PM Location info:
[Capture Time] (36.376433, -94.426125)
Source Extraction: Legacy (1)
3247 |Image: Yes 12/29/2020 IMG_7942.HEIC
Location 4:42:04 PM Location info:
[Capture Time] (36.376430, -94.426103)
Source Extraction: Legacy (1)
3248 |Image: Yes 12/29/2020 IMG_7943.HEIC
Location 4:42:51 PM Location info:
[Capture Time] (36.376427, -94.426125)
Source Extraction: Legacy (1)
3249 |Image: Yes 12/29/2020 IMG_7944 HEIC
Location 4:42:54 PM Location info:
[Capture Time] (36.376433, -94.426148)
Source Extraction: Legacy (1)
3250 |Image: Yes 12/29/2020 IMG_7945 HEIC
Location 4:47:45 PM Location info:
[Capture Time] (36.376444, -94.425042)
Source Extraction: Legacy (1)
3251 |Image: Yes 12/29/2020 IMG_7946.HEIC
Location 4:48:34 PM Location info:
[Capture Time] (36.376458, -94.425973)
Source Extraction: Legacy (1)
3252 |Image: Yes 12/29/2020 IMG _7947. HEIC
Location 4:53:10 PM Location in
[Capture Time] (36. 376450 -94. 426056)
Source Extraction: Legacy (1)
3253 |Image: Yes 12/29/2020 IMG 7943 HEIC
Location 4:53:20 PM Location
[Capture Time] (36. 376450 -94.426073)
Source Extraction: Legacy (1)
3254 |Image: Yes 12/29/2020 IMG_7949.HEIC
Location 4:53:27 PM Location info:
[Capture Time] (36.376427, -94,426078)
Source Extraction: Legacy (1)
3255 |Locations Yes 12/30/2020 (36.376600, -94.425800, 359.101)
12:10:28 Location info:
AM(UTC+0) 36. 376600 -94.425800)
urce:
Source Extraction: Legacy (1)
3256 |Image: Yes 12/29/2020 IMG 7952.HEIC
Location 7:13:39 PM Location info:
[Capture Time] (36.376033, -94.395395)
Source Extraction: Legacy (1)
3257 |Image: Yes 12/29/2020 IMG_7953.HEIC
Location 7:13:42 PM Location info:
[Capture Time] (36.376038, -94.395400)
Source Extraction: Legacy (1)
3258 |Image: Yes 12/29/2020 IMG_7954. HE|C
Location 7:13:49 PM Location in
[Capture Time] (36. 376030 -04.395387)
Source Extraction: Legacy (1)

352



3259

Case 1:2

Images

?1-cr-00038-C

1Agpcume
12:24:08 PM
[Capture Time]

nt 93-4 Filed

| 2y DAL e10/7ab-478D-

9CFE-FE021A21373C.HEIC

Source Extraction: Legacy (1)

3260

Images

12/31/2020
2:13:01 PM
[Capture Time]

63113838175__DE17F056-A969-4BBS-
ABB3-7AEZ2BC471036.HEIC

Source Extraction: Legacy (1)

3261

Image:
Locatien

Yes 1/4/2021
4:37:13 PM
[Capture Time]

IMG_8151.HEIC

Location info:
(3%,102230, -88.574067)

Source Extraction: Legacy (1)

Data Files (6306)

Archives (7)

#

File Info

Additional file info

Delatad

1

Name:

Path:

MD5:
No. of files:

3CE39DAS-5F2C4757-ED3B-
7 5B.1.cdt

21394001 _Production_2102080639.Extra
cted.zip/27394001_Production_21020806
39/APLICQ00002_APPLE_CONFIDENTIA
L/B209720059_288695/Iclouddrive/82097
20059/288699/rncostarica@hotmail.com-
288699/iclouddrive/com.apple. Textinput/D
ictionaries/mobile~174FACAS8-231C-
5846-ABB6-
E2FAADDFF154/UserDictionary/SAIQVU
hF7208e6_gvZx zdKx1U1AzKGem3HO2
pLKjgY=/3CE39DA9-5F2C-4757-BD3B-
D24474110B5B.1.cdt

b37107d903cdeadfbbf7cb38290cabac
1

Size (bytes):
Modifled:
Source Extraction

584
3/10/2021 12:03:58 PM(UTCH0)
Legacy (1)

Name:

Path:

MD5:
No. of files:

61A7C459-F55C-4B824-9022-
EBECI79C2484..cdl

21324001_Production_2102080639. Extra
cted.zip/21394001_Production_21020806
39/APLICO00002 APPLE CONFIDENTIA
L/8209720059_288699/|clouddrive/82097
20059/288699/rcostarica@hotmail.com-
288699/iclouddrive/com.apple. Textinput/D
ictionaries/mobile~B44AB315-72CB-
5C51-B4C0-
E894593F66D9/UserDictionary/SAIGYVUh
F7208e6_gvZx_zdKx1U1AzKGem3HO2p
LKjgY=/61A7C459-F55C-4B824-9022-
EBEC979C2484 1 cdt

25e6efd458138f0faa23d93acbee8260
1

Size (byles):
Modified:
Source Extraction

632
3M10/2021 12:03:58 PM(UTC+0)
Legacy (1)

Name:
Path:

MD5:
No. of files:

baseline.zip

21394001 _Production_2102080639.Extra
cted,zip/27394001_Production_ 21020806
39/APLIC000002_APPLE_CONFIDENTIA
L/8209720059_288699/|clouddrive/82097
20058/288699 ncostarica@hotmail. com-
288699/iclouddrive/com.apple. Textinput/D
ictionaries/.baseline/UserDictionary/SAIQ
VUhF7208e6_gvZx_zdKx1U1AzKGem3H
0O2pLKjgY=/baseline.zip

6c6dB3aad15962ad399187dfcd 9fe2d
5

Size (byles):
Modified:
Source Extraction

9262
31072021 12:03:58 PM(UTC+0)
Legacy (1)

Name:

Path:

MDS5:
No. of files:

FD082867-9207-43E3-80C5-
83D05B8537EA.T.cdl

21394001 _Production_2102080639.Extra
cted.zip/27394001_Production_21020806
39/APLIC000002 APPLE CONFIDENTIA
L/8208720059_288699/|clouddrive/82087
20059/288699/rcostarica@hotmail.com-
288699/iclouddrive/com.apple. Textinput/D
ictionaries/mobile~B44AB315-72CB-
5C51-B4CO-
E824593F66D9/UserDictionary/SAIQVUR
F7208e6_gvZx_zdKx1U1AzKGem3HOZp
LKjgY=/FD082867-9207-43E3-80C5-
63D05B8537EA.1.cdt

03408d8c8310662630a0749a170ca868
1

Size (bytes):
Modified:
Saurce Extraction

684
3/10/2021 12:03:58 PM{UTC+0)
Legacy (1)

353



105 | pname: CASE 15@&3%@9(}&&;@%0_ wment 93-4.,.&ied 12/19/22 Page 8 of 19 B
A 5730, HEIC Modified: 3/10/2021 11:47:30 AM(UTC+0)
Path: 21394001_Production_21020806 | Source Extraction  Legacy (1)
ion BGS R APLCO0Gy | et Date:
uction__ )
2 APPLE CONFIDENT|AL/3209 | Camers Make: Apple
720059 288699/Cloudphotolibrar
y/8209720059/288699/ncostaric | Camera Model: iPhone X
a@hotmail.com-
288699/cloudphotolibrary/631131 _—
84342 794FOEA0-TABO-4TFD. | Copture Time: 12/31/2020 12:24:08
OCFEFE021A21373C HEIC i sasiliiine
MDS: d3d2ad5122100144012441276136 ' A032ci0d
e Resolution: 7272 (Unit: Inch)
Orientation: Horizontal (normal)
106 | Name: 6311338175 DE17FO6-AY6S- | Size (bytes): 1173484
TAEDRCATT036.HEIC Modified: 302021 11:47:30 AM{UTC+0)
Path: 21394001_Production 21020806 | Source Extraction  Legacy (1)
o Pt AP GO0y | Meta Dala:
uction i :
2 APPLE CONFIDENTIAL/8209 | Camera Make: Apple
720059_288699/Cloudphotolibrar
y/B200720059/28869% rncostaric | Camera Model: iPhone X
o0 Os ool brary/631138
clouapnoioliprary, i ' e
38175 DE17F056-A060-4BBS5. | Copwre Time: 12/31/2020 14:13:01
ABB3-7AEZ8C471036.HEIC Bl rmclfios
MDS: 44931T5AbA2bed6d06282711199 ' H0RcxRte
Resolution: 72x72 (Unit: Inch)
Orientation: Horizontal (normal)
107 | Name: 94152FC8-5322-4025-B730- Size (bytes): 341371
CEI604%6Caa8 g :
BRI Modified: 3/10/2021 12:03:36 PM(UTC+0)
Path: 21384001_Production_21020806 .
39, Extracfed zip/21394001 Prod | Source Extraction  Legacy (1)
Uction_2102080639/APLICO0000 | Meta Data:
2 APPLE CONFIDENTIAL/8209 | "o
720059 288699/Cloudphotalibrar | “apture lime: 8/23/2020 21:31:14
y/8206720059/288688/rncostaric Byl i
a@hotmail.com- ixel resolution:
288699/cloudphololibrary/o4152F SaFiae0
gg&%%%gggﬁﬁggo- Orientation: Horizontal (normal)
MD5: 51bfed5fe15de762090746b00dc 1
ea81
108 | Name: 94C50CEE-OF03-4110-B094- Size (bytes): 651321
2RUBTEREUPE, Modified: 310/2021 11:50:00 AM(UTC+0)
Path: 21394001_Production_21020808 )
30 Extracted.zip/21394001 Prod | Source Extraction  Legacy (1)
uction 2102080639/APLICO0000 | Meta Data;
2 APPLE CONFIDENTIAL/8208 | o o
720059_286699/Cloudphotolibrar | Capture Time: 9/4/2020 12:42:54
y%%OBTZOI(Jﬁ9!288699frnc0stanc _— il
a@hotmail.com- ixel resolution:
288699/cloudphotolibrary/a4C59 SRty
(2.)FEgEs-19 Eggﬁ;géﬁ-‘;lgom Crientation: Herizontal (normal)
MD5: 16175d58597F188d07bd4d504df7a
6dd
108 | Name: A4BCBO26-E144-4B48-9BD1- Size (bytes): 3077260
oath 2?332’331':9:02' 1020806 Modified: 3110/2021 11:47:56 AM{UTC+0)
atn. roduction .
39 Extracted zip/21384001_Prog | Source Extraction  Legacy (1)
R e
720058 788E09/Cloudphotalibrar | Gamera Make: FB Camera
y/8209720059/26869%/ rmcostaric
a@hotmail.com- Camera Medal: 0s
288699/cloud photolibrary/A46C8
géggﬂ%“ggﬁéﬁﬁgm - Capture Time: 8/29/2020 15:59:53
MDS: Pixel resolution:

ca365e9a1d0ee53c211c61f41a9
48036

Crientation:

2160x3840

Herizontal (normal)

379



5451 [name:  CaSe 1i2d-GE00038-CRC wment 93-4sefriled 12/19/22 Page 9 of 19
Path: 21384001 Prodl;'Jctlon 21020806 | Modified: 311012021 11:47:30 AM(UTC+0)
39.Extracted.zip/21394001_Prod .
uction_2102080639/APLiCD0000 | Source Extraction  Legacy (1)
22’85%‘% SggggfglaEgTLAu?gos Meta Data:
72005 loudphotolibrar .
yf8209720059/288699.’rncostarlc Camera Make: Apple
a@hotmail.col
288699!cloudpho1o|ibrarleMG_81 Camera Mode!. iPhone X
51.HEIC
MDS5: gg§§63d3b8690637dc17418f462 Capture Time: 1/4/2021 16:37:13
7
Pixel resolution: 4032x3024
Resolution: 72x72 (Unit: Inch)
Crientation: Horizontal (narmal)
Lat/Lon: 39.102230 / -88.574067
5452 | Name: IMG 8186.JPG Size (bytes): 2762045
Path: 21384001_Production_21020806 | Modified: 3110/2021 11:49:50 AM(UTG+0)
29.Extracied.zip/21394001_Prod u
uction_2102080639/APLICO0000 | Source Extraction  Legacy (1)
2_APPLE_CONFIDENTIAL/8208 | Meta Data:
720059_288699/Cloudphololibrar | o oo
yI8209720059/286699/rcostarlc | “amera Make: Apple
a@hoetmail.com-
gg%ﬁ;}gfcloudpho1o|ibraryflMG_81 Camera Model: iPhone SE
MD5: 71216f5ba%e99e04 157956b6ac2f | Capture Time: 8/28/2019 02:43:12
23ee
Pixel resolution: 403253024
Resolution: 72x72 (Unit: Inch)
Orientation: Rotate 90 CW
Lat/Lon: 36.462261 / -94.228570
5453 | Name: IMG_8198.JPG Size (bytes): 2180200
Path: 21394001_Production_21020806 | Modified: 3/10/2021 11:49:52 AM(UTC+0)
39.Extracted.zip/21394001_Prod 9
uction_2102080639/APLICO0000 | Source Extraction  Legacy {1)
2 _APPLE_CONFIDENTIAL/8209 | Meta Data:
720059_288699/Cloudphotolibrar | o 0o
yl8209720059/286699/ rcostaric | “amera Make: Apple
a@@hotmail.com-
gg%%}gfcloudpho1o|ibraryIIMG_a1 Camera Model: iPhone SE
MD5: fgﬁd4e03326e7331666f31230103 Capture Time: 8/31/2019 10:59:20
a
Pixel resolution: A032x3024
Resolution: 72x72 (Unit; Inch)
Crientation: Rotate 90 CW
Lat/Lon: 36.376725 / -94.426012
5454 | Name: IMG_8224.PNG Size (bytes): 1046854
Path: gg 3ﬁoo1t_grqd?2c1ti§gzga ?2880{? Modified: 3/10/2021 11:49:54 AM(UTC+0)
.EXiracied. zip. __ T -
uction_2102080639/APLiCO0000 | Source Extraction  Legacy {1)
2 _APPLE_CONFIDENTIAL/8209
720059_288699/Cloudphotolibrar
yiB209720059/288699%/rncostaric
a@hectmail.com-
288699/cloudphotolibrary/IMG_82
24.PNG
MDS: 98d1bcd398db6792e44ad2d0s 1f
44719
5455 | Name: IMG_8250.JPG Size (bytes): 2118041
Path: gg 334001_5md}12c1ti§gzga $2gaoda Modified: 3110/2021 11:49:54 AM(UTC+0)
.Extracted.zip. _Proy =
ucfion 2102080639/APLICT0000 | Source Extraction  Legacy {1)
2 APPLE_CONFIDENTIAL/8209 | Meta Data:
720059 2886AY/Cloudphotalibrar |
¥IB200720059/288699/rmcostaric | “2Mmera Maxs: Apple
af@hotmail.com-
gg?ﬁ:gglcloudphoiolibraryllMGfBZ Camera Model: iPhone SE
MD5: b21d5a4304c215bee86ebbIze7d | Capture Time: 9/11/2019 11:47:18

6c311

Pixel resolution:
Reasolution:
Crientation:

Lat/Lon:

4032x3024
72x72 (Unit: Inch)
Rotate 90 CW

36,376536 /-94,426026

1411



Name: Casgd i&k-6£-00038-CRC  [agument 93-4 »kHed 12/19/22 Page
Path: 21394001 I;mductuon 2102080639.E | Modified: 3/10/2021 11:50:00 AM{UTC+0)
xtracted.zip/21394001_Production_21 .
02080639/APLIC000002 APPLE Co | Source Extraction Legacy (1)
NFJDENTI|,l;\u82’g%goggg_§‘§2%%%%fg} Meta Data:
oudphotolibrary, 72005 | & i
ncostarica@hotmail, come Pixel resolution: 1080%1920
288699/cloudphotelibrary/IMG_5668.J .
PG Resolution: 72x72 (Unit: Inch)
MD5: b7fa55a56e6104a3a1cle7c2671365b .
0 Orientation: Horizental (normal)
10 [images IMG_5666.HEIC Important 3/31/2021 3/31/2021
3:37:48 PM 3:37:48 PM -
File Info Additional file info Thumbnall Deleted
Name: IMG_5666.HEIC Size (bytes): 1553896
Path: 21394001 _Production_2102080632.E | Modified: 3/10/2021 11:50:02 AM(UTC+0)
xtracted.zip/21394001_Production_21 ;
02080639/APLICO00002 APPLE Go | Source Extraction Legacy (1)
NFIDENTIAL/8209720058 288639/Cl | Meta Data:
oudphotolibrary/8209720059/288699/r | . ..
ncostarica@hotmail.com- Camera Make: Apple
28863%/cloudphotolibrary/iIMG_5666.
HEIC Camera Model: iPhone X
MDS5: Oeceelfa80099ba335ca%4 19682900 —
e Capture Time: 11/2/2020 18:40:37
Pixel resolution: 4032x3024
Resolution: 7272 (Unit: Inch)
Orientation: Horizontal {normal)
Lat/Lon: 36.376672 / -94.425667
11 [Images 63113184842_ 784F0E4|Important 4/19/2021 4/18/2021
0-7A80-47FD-BCFE- 1:03:30 PM 1:03:30 PM -
FE021A21373C.HEIC
File Infa Additional file info Thumbnail Deleted
Name: 63113184842  794FQE40-7ABO- Size (bytes): 1426431
- 2:254001FEPFIZ tA 2:020::6(;9 _ | Modiied: 3/10/2021 11:47:30 AM{UTC+0)
athn: roduction_. -
xtracted.zip/21394001_Production_21 | Source Extraction Legaoy (1)
02080639/APLIC000002_APPLE_CO | Meta Data:
NFIDENTIAL/8209720059 288680/CI | "\
oudphoiolibrary/8209720059/288609,r | -amera Make: Apple
ncostarica@hotmail.com-
288699%cloudphotolibrary/631131848 | Camera Model: I o
42 794FOE40-7A80-47F D-8CFE-
FEOMAZ1SBGHEIC Capture Time: 12/31/2020 12:24:08
MDS: d8d2ad61aal0bi4401a441276f36a5d
5 Pixel resolution: A032x3024
Resolution: 72x72 (Unit: Inch)
Crientation: Horizontal {normal)
12 |Images IMG_0156.HEIC Pending 4/19/2021 4/19/2021
1:28:33 PM 1:28:33 PM =
' File Info ‘Additional file info. Thumbnail Deleted
Name: IMG _0156.HEIC Size (bytes): 2516356
Path: 21394%01 5'2’5’35‘238'1‘ %wgoaossszﬁ Madified: 3/10/2021 11:49:32 AM{UTC+0)
xtracted.zip. roduction
02080639/APLICO00002. APPLE GO | Source Extraction Legaey (1)
NFIDENTIAL/8208720058_288638/C| | Meta Data:
oudph010||brary.'82097200591288699;'r c Make:
ncostarica@hotmail.c AMErH ViaKe: Apple
288699.’cloudphotol|brary.’IMG 0156.
HEIC Camera Model: IPhone X
MDS: 8fd25d379d6c98Ieb592157996dcE20 .
Capture Time: 4/21/2020 12:51:04
Pixel resolution: 4032x3024
Resolution: 72x72 (Unit: Inch)
Orientation: Horizental {normal)
Lat/Lon: 36.521183 / -93.808048
13 |Images IMG_1276.HEIC Impartant 4/18/2021 4/19/2021
3:15:02 PM 3:15:04 PM -
File Info |.Aadmonal file Info Thuiribnall l Deleted
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Hame: Casgd i21:61c00038-CRC  [agyment 93-4 3kHed 12/19/22 Page|11 of 19
Path: 21 394001_|;r0duction_2102080639.E Modified: 3/10/2021 11:48:08 AM{UTC+0)
xtracted.zip/21394001_Production_21 .
02080636/APLIC000002 APPLE GO | Source Extraction Legacy (1)
NFC:DENTI|QLI8%§2€§O§S§_§%%%%%’&| Meta Data:
oudphotolibrary, 72005 r .
ncostarica@heotmail com- Camera Make: Apple
288699/cloudphotolibrary/iIMG_1276.
Camera Model: iPhone X
MD5: eabf7f725f07b746c770319b3ealdbsc N
Capture Time: 6/18/2020 18:06:17
Pixel resolution: 3024x3024
Resolution: 72x72 (Unit: Inch)
Orientation: Hotizental {normal)
LatfLon: 36.376513 / -04.426134
14 Images IMG_3528.HEIC Important 4/28/2021 4/28/2021
2:53:38 PM 2:53:40 PM -
File Info Additional file info Thumbnail Deleted
Name: IMG_3529.HEIC Size {bytes): 1007502
Path: 21 394%01 T;?ggﬁggq |2:'1 030806392[? Madifiad: 311072021 11:48:04 AM(UTC+0)
xtracted.zip roduction ’
02080639/APLIC000002_APPLE Co | Source Extraction Legacy (1)
NFIDENT|ALf8209720059_288699.’CI Meta Data:
oudphotolibrary/8209720059/288689/r c Make:
noostarica@hotmail.com- AT, [V Apple
288699/cloudphotolibrary/IMG_3529.
HEIC Cameara Modal: iPhone X
MD5: a8d7444chb1c2deaddbldcddedbedib _—
9 Capture Time: 9/3/2020 11:48:00
Pixel resolution: 4032x3024
Resolution: 72x72 (Unit: Inch)
Orientation: Horizental {normal)
Lat/Lon: 34.748461 / -92.288550
15  [Images IMG_3577.PNG Important 4/28/2021 4/28/2021
2:58:44 PM 2:58:44 PM -
File Info Additional file Info Thumbnall Deleted
Name: IMG_3577.PNG Size (bytes): 8189364
Path: 21384001_Production_2102080639.E | Modified: 3/10/2021 12:02:32 PM{UTC+0)
xtracted. zip/21394001_Production_21 q
02080639/APLICO00002_APPLE o | Source Extraction Legacy (1)
NFIDENT|ALf8209720059_288699/C|
oudphotolibrary/8209720059/288699/r
ncostarica@hotmail.com-
288629/cloudphotolibrary/IMG_3577.
PNG
MDS5: gb7689‘49921 ecfécOded3belal 28a2
16 Images IMG_3623.PNG Important 4/28/2021 4/28/2021
3:00:00 PM 3:00:00 PM -
' File Info Additional file info Thumbnail Deleted
Name: IMG_3623.PNG Size (bytes): 4817072
Path: 2t1 394[(]101 I,?;?ggﬁggq %1 0508063925 Modified: 31012021 11:47:54 AM(UTC+0)
xtracted.zip, roduction i
02080639/APLICO00002 APPLE o | Source Extraction Legacy (1)
NFIDENTIAL/8209720059_2886309/CI
oudphuinl|brary.'8209720059n'288699!r
ncostarica@hetmall.c ‘
288699/cloudphotol|brary.’IIVIG 3623, =
MDS: 16-2deddae784c45805e543ce3f857f3
a

1563



Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 12 of 19

Apple Confidential

Account Details

DSID: 8209720059

Col. V may contain multiple data points regarding additional email addresses associated with the Apple ID, including the Additional Email, the Additional Email Type and the Vetting Status for any additional email addresses

Col. W may contain multiple data points regarding iCloud Mail Aliases, including the iCloud Mail Alias, Mail Alias Type (for example: active or deleted), date mail alias was created and date mail alias was modified. Note: an iCloud M:

Apple ID DS ID Account Type Login Alias First Name Last Name Country Language Time Zone Account Status Created On Address Line 1
rncostarica@hotmail.com 8209720059 Full iCloud Richard Barnett United States US-EN Active Sat, 24 Jan 15 16:26 (PT)  P.O. Box 406

Government's
Trial Exhibit
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Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 13 of 19

ail Alias can be alternative email handle(s) for the primary iCloud mail address, which if applicable, is indicated in Col D; or when the Apple ID is an icloud.com domain in Col. A

Address Line2 Address Line3 Address Line4 City Postal Code Country Code Day Phone Evening Phone FaceTime / iMessage Phone Two-Factor Authentication Phone
Gravette, Arkansas 72736-0406  United States 1-4797906436 4797870376 +14797906436 14797906436



Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 14 of 19

Registration IP Address  Additional Emails_Type_Vetting Status iCloud Mail Aliases_Type_Created On_ Modified On Game Center Nickname
67.142.96.95 rncostarica@hotmail.comprimaryVerifiedrmbarnett1@outlook.comrescueVerified eqr58v7hrogog




Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 15 of 19

Apple Confidential

iCloud Account

DSID: 8209720059

Col D: iCloud features can be turned on/off at any time by user

DSID Apple ID iCloud Feature Feature Used
8209720059 rncostarica@hotmail.com iCloud Backup (iOS Devices)  Yes
8209720059 rncostarica@hotmail.com Bookmarks No
8209720059 rncostarica@hotmail.com Calendars Yes
8209720059 rncostarica@hotmail.com iCloud Photos Yes
8209720059 rncostarica@hotmail.com Contacts Yes
8209720059 rncostarica@hotmail.com Documents No
8209720059 rncostarica@hotmail.com Find My Friends No
8209720059 rncostarica@hotmail.com iCloud Drive Yes
8209720059 rncostarica@hotmail.com Mail No
8209720059 rncostarica@hotmail.com Maps No
8209720059 rncostarica@hotmail.com Messages in iCloud No
8209720059 rncostarica@hotmail.com Notes No
8209720059 rncostarica@hotmail.com Photo Stream No

8209720059 rncostarica@hotmail.com Safari Browsing History No
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Case 1:21-cr-00038-CRC Document 93-4 Filed 12/19/22 Page 18 of 19

CERTIFICATION OF APPLE INC. CUSTODIAN OF RECORDS

I, Lesley Ahlberg, hereby declare:

I I am employed by Apple Inc. and my official title is Legal Specialist. I am a duly
authorized Custodian of Records, or other qualified witness for Apple Inc. (“Apple”)
located in Cupertino, California. As such I have the authority to certify these records,
APL000001_APPLE CONFIDENTIAL through APL000002 APPLE_CONFIDENTIAL
produced January 26, 2021 in response to the legal process served on Apple on January
22, 2020. I am authorized to submit this declaration on behalf of Apple.

2. Each of the records produced is the original or a duplicate of the original record in
the custody of Apple Inc.

3 With respect to the records contained in APL000001_APPLE _CONFIDENTIAL,
these records were:

a. made at or near the time by — or from information transmitted by —
someone with knowledge or from a process or system that produces an
accurate result, the accuracy of which is regularly verified by Apple;

b. kept in the course of a regularly conducted activity of Apple’s business; and

c. made as part of a regular practice of the activity of Apple’s business.

Government's
Trial Exhibit
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I declare under penalty of perjury under the laws of the State of California that the
¢ foregoing is true and correct

& APPLE INC.

Name: Lesley Ahlberg
Title: Legal Specialist, Apple Inc.

DATED: January 26, 2021






